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Abstract –The current literature on quantum key distribution (QKD) is mainly limited to the 
transmissions over fiber optic, atmospheric or satellite links and are not directly applicable to 
underwater environments with different channel characteristics. In this paper, we analyze the 
quantum bit error rate (QBER) and secret key rate (SKR) performance of the well-known BB84 
protocol in underwater channels. As path loss model, we consider a modified version of Beer-
Lambert formula which takes into account the effect of scattering. We derive a closed-form 
expression for the wave structure function to determine the average power transfer over 
turbulent underwater path and use this to obtain an upper bound on QBER as well as a lower 
bound on SKR. Based on the derived bounds, we present the performance of BB84 protocol in 
different water types including clear, coastal and turbid water and under different atmospheric 
conditions such as clear, hazy and overcast. We further investigate the effect of system 
parameters such as aperture size and detector field-of-view on QBER and SKR performance 
metrics. 
Keywords – Quantum key distribution (QKD), quantum bit error rate (QBER), secret key rate 




Underwater sensor networks (USNs) [1] have emerged to provide an integrated system for 
the surveillance of critical maritime zones and infrastructures, see e.g., [2-3] for some 
commercially available solutions. With high density node deployment, USNs bring improved 
agility, resilience and fault tolerance. In addition, they introduce advantages including a higher 
probability of detection and classification, lower false alarm rate, and more accuracy in the 
localization of threats. Despite the increasing deployment of USNs and growing relevant 
literature, cyber security aspects of USNs have received relatively low attention. Particularly 
for maritime applications such as the surveillance of critical infrastructure and border 
protection, secure communication is the key to ensure the confidentiality, integrity and 
authentication of the transmitted information. Some countermeasures for cyber-attacks have 
been investigated for underwater wireless networks [4-6]. For example, a simple symmetric 
cryptosystem with CipherText Stealing technique is used in [4]. An energy-efficient secure 
message authentication protocol with the standard encryption techniques is employed in [5]. 
Similarly, the literature on underwater wireless networks, see e.g., the survey in [6] and 
references therein, focus only on conventional cryptosystems.  
The new era of quantum computing brings the necessity of quantum-secure cryptography 
schemes. Based on the firm laws of physics rather than unproven foundations of mathematical 
complexity, quantum cryptography [7] promises unconditional security. Quantum key 
distribution (QKD) is used to produce a shared random secret key known only to sender and 
receiver parties. This key can then be used to encrypt a message, which is transmitted over a 
standard communication (acoustic, optical, radio, etc.) channel. The first QKD protocol 
proposed by Bennett and Brassard, today widely known as BB84 [8] is a prepare-and-measure 
(PaM) protocol where a qubit state is first prepared, then sent to the other party. Later, 
entanglement-based protocols [9-12] have emerged in which the two parties share a joint state 
and perform measurements on that. Although entanglement protocols offer an additional level 
of security as the quantum source does not have to be trusted, PaM protocols have been more 
popular mainly due to their simplicity. Most of QKD protocols are limited to binary signal 
format, i.e., qubits, which are two-level quantum systems. To take advantage of the higher 
dimensionality, orbital angular momentum (OAM) is further used to design QKD systems [13-
14]. In these systems, the encoded quantum states belong to a higher dimensional Hilbert space 
where qudits rather than qubits are used. The feasibility of various QKD protocols has been 
further demonstrated through successful experiments for different transmission ranges and data 
rates, see e.g., a recent survey [15] and references therein.  
The current literature on QKD is mainly limited to the transmissions over fiber optic, 
atmospheric or satellite links and are not directly applicable to underwater environments with 
different channel characteristics. There have been only some recent efforts on underwater QKD 
[16-25]. For example, in [16] and [17], based on the well-known Beer-Lambert path loss 
model, the maximum secure communication distance for BB84 protocol in underwater 
environments was derived to achieve a desired level of quantum bit error rate (QBER) and the 
secret key rate (SKR). In [18] and [19], Monte Carlo simulations were conducted to determine 
the propagation characteristics of polarized photons in the underwater channel. Using these 
simulated underwater channels, the QBER performance of BB84 QKD protocol was computed. 
Some experimental demonstrations of underwater QKD were further reported in [20-22] using 
aquariums and water tanks. Specifically, in [20], Bouchard et al. implemented 2- and 3-
dimensional BB84 protocols and reported results for a transmission distance of 3 meters. In 
another experiment over a 2.37 m distance [21], Zhao et al. reported that QBER less than 3.5% 
can be achieved for different water types with extinction coefficients up to 0.7 
1m . In [22], Hu 
et al. used a semi-open water tank and experimentally verified the feasibility of underwater 
QKD over a transmission distance of 55 meters. 
The above theoretical and experimental works consider only the path loss, but ignore the 
effects of turbulence. In practical scenarios, rapid changes in the refractive index commonly 
caused by ocean currents induce sudden variations in the water temperature and pressure. This 
turbulence results in fluctuations of the optical signal known as fading. The effects of 
underwater turbulence on QKD systems were addressed only recently in [23-25]. In [23], 
Bouchard et al. experimentally investigated the effect of turbulence on an OAM-based QKD 
system in an outdoor swimming pool exposed to temperatures in the range of 17 C - 27 C and 
demonstrated performance degradations due to turbulence. In [24], Hufnagel et al. carried out 
an experiment in Ottawa River for a 5.5 meter quantum link and quantified the effect of 
turbulence on optical beams with different polarization states and spatial modes. In [25], 
Gariano and Djordjevic adopted the split step beam propagation simulation method to model 
the effect of oceanic turbulence and used this model to calculate the SKR of BB84 protocol.  
In this paper, we investigate the fundamental performance limits of BB84 protocol over 
turbulent underwater channels and provide a comprehensive performance characterization. As 
path loss model, we consider a modified version of Beer-Lambert formula, which takes into 
account the effect of scattering. We derive a closed-form expression for the wave structure 
function to determine the average power transfer over turbulent underwater path and use this 
to obtain an upper bound on QBER and a lower bound on SKR. Based on these bounds, we 
present the performance of BB84 protocol in different water types (clear, coastal and turbid) 
and different atmospheric conditions (clear, hazy and overcast atmosphere with relative 
locations of sun and earth at day time). We further investigate the effect of transmit aperture 
size and detector field-of-view (FOV) on the system performance. 
The remainder of this paper is organized as follows. In Section II, we describe our system 
model based on BB84 QKD protocol. In Section III, we derive the underwater wave structure 
function and analyze the QBER and SKR in the presence of turbulence. In Section IV, we 
present numerical results to corroborate on the derived expressions. Finally, we conclude in 
Section V.    
II. System Model 
Fig. 1 illustrates a schematic diagram of a typical QKD system which uses BB84 protocol 
for key distribution. In this protocol, the authorized partners, Alice and Bob, wish to establish 
a secret key about which no eavesdropper (Eve) can acquire noteworthy information. Alice 
prepares a qubit by choosing randomly between two linear polarization bases   or   for 
every bit she wants to send. She selects a random bit value “0” or “1” for each chosen base, 
using the following polarization rule 
0 ,              if "0" was chosen
90 ,         if "1" was chosen
45 ,         if "0" was chosen








At the receiver side, a passive 50:50 beam splitter chooses a random basis from the two 
bases. At the outputs of the beam splitter, two polarization detectors measure the quantum state 
of the possibly coming photon based on the two different bases. Each of these units includes a 
polarizing beam splitter (PBS) to decide between two orthogonal polarization states of the 
corresponding basis and two single-photon avalanche photodiodes (APDs) operating in Geiger-
Mode for photon counting. Alice and Bob construct the secure key based on the qubits received 
at the “sift” events. Sift events correspond to the bit intervals in which exactly one of the APDs 
registers a count and both Alice and Bob have chosen the same basis. Alice and Bob can 
recognize the sift events by transferring information over a public classical communication 
channel (in our case underwater optical channel). In practice, in addition to Eve’s potential 
intervention, the sifted key contains errors caused by path loss, turbulence and noise in Bob’s 
detectors. Error correction is employed to reduce the effect of such channel imperfections [26]. 
Assume that Alice transmits a normalized spatial beam pattern from circular exit pupil and 
a diameter of 1d  with an average photon number of Sn  to represent her bit value. Bob collects 
the light received from Alice with a diameter of 2d  in the z L  plane. The effects of 
diffraction, turbulence and attenuation loss lead to a reduction in Bob’s collected photons. In 
addition, Bob’s receiver will collect Bn  background photons per polarization on average, and 
each of his detectors will be subject to an average equivalent dark current photon number of 
Dn . By considering the dark current and irradiance of the environment, the average number of 
noise photons reaching each Bob’s detector can be obtained by [27]  
2N B Dn n n 








     
                                                               (1) 
where dcI  is the dark current count rate, A  is the receiver aperture area,   is the FOV of the 
detector, 
ph  is Planck’s constant, lightc  is the speed of light, dR  is the irradiance of the 
environment,   is the filter spectral width, t  is the bit period and t  is the receiver gate 
time. It is convenient to write the depth dependence of  ,d dR z as 
   , ,0 dK zd d dR z R e  

                                                                                                       (2) 
where K  is the asymptotic value of the spectral diffuse attenuation coefficient for spectral 
downwelling plane irradiance [28]. The typical total irradiances at sea level in the visible 
wavelength band for some atmospheric conditions are provided in [29]. 
III. Performance Analysis 
In this section, we investigate the performance of the underwater QKD system through the 
derivation of an upper bound on QBER and a lower bound on SKR. 
III.a. QBER Analysis 







                                                                                                                   (3) 
Replacing lower and upper bounds for sift and error probabilities obtained in [31] over a 

























                                 (4) 
where   is the quantum efficiency of APDs,  l is the path loss and   is the average power 
transfer over the turbulent path. Calculation of l and  depends on the operation environment 
and will be discussed in the following for the underwater channel under consideration. 
The underwater path loss is a function of attenuation and geometrical losses. For collimated 
light sources, the geometrical loss is negligible; therefore, the path loss with a laser diode 
transmitter only depends on the attenuation loss. The attenuation loss is characterized by 
wavelength-dependent extinction coefficient     where   and   respectively denote 
absorption and scattering coefficients. Typical values of absorption and scattering coefficients 
for different water types including clear ocean, coastal water, and turbid harbor can be found 
in Table 1 for 532  nm, i.e., in the blue-green spectral region [32]. In our work, we utilize 
the modified version of Beer-Lambert formula proposed in [33], which takes into account the 









   
   
                                                                                                             (5) 
where   is full-width transmitter beam divergence angle and T is a correction coefficient [33]. 
The average power transfer over the turbulent path is expressed as [31] 






exp , / 2 cos 1 4
F
W d x L x x x J x F dx

                                         (6)  
where F  is the Fresnel number given by   
2
1 2 / 4F d d L   and  1J  is the first-order 
Bessel function of the first kind. Here,  ,W is the wave structure function and is related to 
spatial power spectrum of refractive index, therefore dependent on the operation environment. 
Let   denote the distance between two observation points. For spherical waves, wave structure 
function can be calculated as [34] 





, 8 1W L k L J d d      

                                    (7) 
where 0 ( )J    is the zero-order Bessel function and    is three-dimensional spatial power 
spectrum of refractive index in turbulent ocean. In the following, we derive a closed-form 
expression for underwater wave structure function. 
Assume that   denotes the dissipation rate of turbulent kinetic energy per unit mass of 
fluid. Let th  and T  respectively denote the thermal expansion coefficient and the dissipation 
rate of mean-squared temperature. Furthermore, let rd  denote the eddy diffusivity ratio. Based 
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   
 
          
 
          (8) 
where  1 4/31.08 T Ka P 
 , 1 21.692 T Kb P 
 , 1 4/31.08 S Kc P 
 , 1 21.692 S Kd P 
 , 1 4/30.54 TS Ke P 
 ,  
1 20.846 TS Kf P 
  and 
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K    with   referring to the kinematic viscosity. Furthermore, TP  is the Prandtl 
number of temperature, 
SP  is the Prandtl number of salinity, TSP  is one half of the harmonic 
mean of 
TP  and SP , and   is the relative strength of temperature and salinity fluctuations. By 
replacing (8) inside (7) and expanding the zero-order Bessel function in terms of power series, 
we can express the wave structure function as 
   
   
 
     
 
1 21 8 4
21/32 2 23 3
2 2
10 0
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From (9), it can be observed that the first three integrals have similar forms. For the 
convenience of presentation, consider only the first integral. Using Eq. (4) of [36], Eq. (11.1) 
of [37], Eq. (9.2) of [37]), and Eq. (b) in [37, Ch. 9], we can define it in terms of the generalized 
hypergeometric function as 
   
 
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    
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    
              
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2 22
1 5 1 3
1 , ;1, ,




      
        
       
 
where  1 1, , ; , , ;p q p qF a a c c x  is the generalized hypergeometric function, with p  and q  
being positive integers and    is Gamma function. Noting  2Re / 4 1b  and based on 
the asymptotic behavior of hypergeometric function, i.e., Eq. (8) of [38], we can approximate 
(10) as 
   
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3        0.4194                                            (11)
                  
Similarly, it can be shown that the second and third integrals yield 
5
30.4194 .  
Now, we consider the last three integrals which have also identical forms. For the 
convenience of presentation, consider only the fourth integral.  Using Eq. (5) of [36], this can 
be expressed as  
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Noting  2Re / 4 1b  and using the asymptotic behavior of hypergeometric function i.e., 
Eq. (8) of [38], we have 
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               (13) 
Replacing 
5
30.4194  as the solution of first three integrals and 0.5 as the solution of last 
three integrals, we obtain the final form of wave structure function as 
    
1 52
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                 (14) 
This can be now replaced in (6) to calculate the average power transfer over the underwater 
quantum link which is required for the calculation of QBER bound in (4). 
As a benchmark, we further consider a QKD system operating in non-turbulent conditions. 












                                                                             (15) 
where 
0  is the largest eigenvalue of the singular value decomposition of vacuum-propagation 
Green’s function given in [39]. 
As a sanity check, we consider two special cases. First, we assume large values of 
extinction coefficient    where turbidity effects are more pronounced. For sufficiently large 
  values, (5) can be simplified as 0l   and consequently we have  exp 1Sn l  . 
Furthermore, we assume 0   which can be justified for sufficiently short distances where 
the effect of turbulence is negligible. Replacing these within the derived upper bound on 










                                                                                                   (16)  
which coincides with (15) for the non-turbulent case. This result shows that the effect of 
turbulence is negligible when turbidity is dominant. As a second case, we assume 0 1    
which can be justified for short distances in the presence of very weak turbulence. Replacing 
it within (4), we again revert to the non-turbulence case. In other words, when the transmitted 
photons experience weak turbulence at short distances, the influence of path loss is dominant 
as expected.  
III.b. SKR Analysis 
SKR is defined as the difference between the amount of information shared by Alice and 
Bob and the amount of residual information that Eve might have [30]. For BB84 protocol, the 
quantum channel can be modeled as a binary symmetric channel (BSC) with crossover 
probability of QBER . The minimum amount of information that should be sent from Alice to 
Bob in order to correct his key string can be described by the entropy function 
       2 2QBER QBERlog QBER 1 QBER log 1 QBERh       [40]. The amount of 
disclosed information to Eve in this process can be then expressed as  1 QBERh  [40]. 
Therefore, SKR for BB84 protocol can be written as [40] 
   1 1 QBERR f h                                                         (17) 
where f  is the reconciliation efficiency [40] and its value depends on the employed error 
correction code.  
In our work, we consider low density parity check (LDPC) codes optimized for BSCs [40]. 










                                                                                                                                    (18) 
where cR  is the code rate and QBER th  is a threshold value preset in LDPC code design [42], 
i.e., this corresponds to the maximum value of QBER  that can be corrected as the code length 
tends to infinity. The code rates and threshold QBER values for optimized LDPC codes can be 
found in Table 1 of [40].  
Replacing (18) in (17) and using the upper bound on QBER in (4), a lower bound on SKR 
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IV. Numerical Results  
In this section, we demonstrate the performance of underwater QKD scheme under 
consideration. We assume transmitter beam divergence angle of    6°, dark current count rate 
of 60dcI   Hz, filter spectral width of 
90.12 10     nm, bit period of 35t   ns, receiver 
gate time of 200t   ps, and Geiger-mode APD quantum efficiency of    0.5 . Unless 
otherwise stated, we assume an average photon number of 1Sn  , transmitter and receiver 
aperture diameters of 1 2 10d d   cm, FOV of   =180  and clear atmospheric conditions at 
night with a full moon. We consider clear ocean, coastal water, and harbor water as water types. 
As for channel parameters, we assume 42.56 10th
   1/deg, 7TP  , 
26.86 10SP   , 
13.85TSP   and 
61.0576 10    m2s-1 [35]. We consider three representative cases for 
turbulence strength. Specifically, we assume 2.2  , 72 10T
   K2s-3 and 
52 10    
m2s-3 for weak turbulence, 2.2  , 61 10T
   K2s-3 and 
75 10    m2s-3 for moderate 
turbulence and 2.2  , 510T
  K2s-3 and 
510   m2s-3 for strong oceanic turbulence 
[43]. For the convenience of the reader, the channel and system parameters are summarized in 
Table 1. 
Effect of water type: Fig. 2 illustrates the upper bound on QBER and the lower bound on 
SKR with respect to link distance for clear ocean, coastal water and turbid water. For each 
water type, we assume weak, moderate and strong turbulence. It can be observed from Fig. 2.a. 
that the turbulence effect in turbid water is negligible and the path loss is the dominant factor 
which verifies our discussion in Section III. For example, if QBER 0.11  is targeted1, we have 
the same achievable distance of 6 m regardless of the level of turbulence. As turbidity 
decreases, the achievable distance increases and the effect of turbulence is more pronounced. 
The QBER performance for non-turbulent case in (15) is also included as a benchmark. In non-
turbulent coastal water, the achievable distance to maintain QBER 0.11  is around 60 m and 
reduces to 54 m for strong turbulence. For clear ocean, the achievable distance for weak 
turbulence and non-turbulent conditions is the same and around 155 m confirming our earlier 
discussion in Section III. The achievable distance reduces to 128 m and 107 m for moderate 
and strong turbulence, respectively.  
The aforementioned achievable distances are possible under the assumption of perfect 
error correction. In an effort to have an insight into what transmission distances can be obtained 
with practical coding schemes, Fig. 2.b depicts the SKR performance against the link length. 
We employ an LDPC code2 with a rate of 0.5cR  optimized for a BSC channel with crossover 
probability of QBER 0.1071 0.11th    [40]. It can be observed that the maximum distance to 
support a non-zero SKR value for turbid water (regardless of turbulence level) is 5 m. This is 
obviously less than the achievable distance of 6 m obtained through QBER analysis. Similarly, 
                                                             
1 It is generally accepted that for BB84 protocol is secure against a sophisticated quantum attack if QBER is less 
than 0.11 [44]. 
2 In our numerical results, we keep the code rate fixed and employ the LDPC code optimized for QBER threshold 
value of 0.11. It is also possible to use other LDPC codes in [40] optimized for lower QBER values. This will 
improve SKR, however, the maximum transmission distance will still remain the same because the highest QBER 
that can be tolerated to obtain non-zero SKR should be less than 0.11. 
it can be readily checked that the maximum distances to support a non-zero SKR value for 
other combinations of water type and turbulence level are slightly smaller than achievable 
distances earlier obtained. For example, the maximum transmission distances for coastal water 
and clear water in weak turbulence conditions are 59 m and 153 m while corresponding QBER 
analysis yields 60 m and 155 m.  
Effect of atmospheric condition: In Fig. 3, we investigate the effect of different 
atmospheric conditions on the performance of the QKD system. We consider clear ocean with 
strong turbulence and assume clear, hazy and overcast atmosphere with relative locations of 
sun and earth at day time. As a benchmark, clear atmospheric conditions at night with a full 
moon (assumed in Fig. 2) is also included. It can be observed from Fig. 3 that the achievable 
distance for underwater QKD system at day time drastically reduces in comparison to night 
time conditions due to an increase in the received background noise. For example, when the 
sun is near horizon, the maximum transmission distance (obtained through SKR analysis) for 
the heavy overcast atmosphere is 49 m while it reduces to 21 m and 6 m respectively for heavy 
overcast atmosphere and for clear atmosphere with the sun at zenith location. These are much 
lower than 106 m achievable under the same system assumptions at night with a full moon.  
Effect of FOV: In Fig. 4, we investigate the effect of FOV on the performance of the QKD 
system. We assume clear ocean with strong turbulence and consider two atmospheric cases. 
These are clear weather night with a full moon and heavy overcast when sun is near the horizon. 
We assume   = 10 , 60  and 180 . It is observed that at night time, the effect of FOV is 
practically negligible and the QBER remains the same for all FOV values under consideration. 
Benefit of choosing a proper value of FOV becomes clear as the environment irradiance 
increases. In daylight, we observe that the achievable distance significantly improves as the 
FOV decreases. This improvement is due to the decrease in background noise as the FOV 
decreases. Mathematically speaking, the maximum transmission distance (obtained through 
SKR analysis) for   =180  is around 49 m, while it increases to 62 m and 93 m for     60
and 10 , respectively.  
Effect of aperture size: In Fig. 5, we study the effect of aperture size on the performance 
of underwater QKD system. Similar to Fig. 4, we assume clear ocean with strong turbulence 
and consider two distinct atmospheric conditions. We assume the receiver aperture size varies 
as 
2d   10, 20 and 30 cm and the transmitter pupil has the same diameter as the receiver. It is 
observed that at night time with a full moon, the achievable distance increases as the diameter 
size increases. For example, the maximum transmission distance (obtained through SKR 
analysis) for 
2d   10 cm is around 106 m, while it climbs up to 128 m and 151 m for 2d 20 
cm and 30 cm, respectively. It should be emphasized that the increase in background noise as 
a result of increasing the diameter size is negligible at night. On the other hand, at daylight, 
increasing the diameter size has a negative effect on the performance. It is observed that the 
maximum transmission distance for 
2d 10 cm is 49 m, whereas it decreases to 38 m and 27 
m for diameter size of 20 and 30 cm, respectively. These observations indicate the necessity of 
using adaptive selection of aperture size in practical implementations.  
V. Conclusions 
In this paper, we have investigated the performance of the BB84 protocol over turbulent 
underwater channels. Our results have demonstrated that the turbulence effect in turbid water 
is negligible and the path loss is the dominant factor. As turbidity decreases, the achievable 
distance increases and the effect of turbulence is more pronounced. Our results have further 
shown that achievable distance for underwater QKD system at day time drastically reduces in 
comparison to night time due to an increase in the received background noise. We have also 
investigated the effect of system parameters such as aperture size and FOV on QBER and SKR 
performance. At night time, the effect of FOV has been found to be practically negligible and 
the performance remains the same for all FOV values under consideration. In daylight, the 
achievable distance significantly improves as the FOV, and therefore background noise, 
decreases. It has been also observed that when the aperture size increases the achievable 
distance increases at night time while it decreases at daylight. Such observations indicate the 
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Table 1 System and channel parameters 
Parameter Definition Numerical Value 
  Field of view 180  [33] 
  Filter spectral width 90.12 10  nm [27] 
  Wavelength 530  nm [33] 
t  Bit period 35  ns [27] 
t  Receiver gate time 200  ps [27] 
1d  Transmitter aperture diameter 10  cm [31] 
2d  Receiver aperture diameter 10  cm [31] 
  Quantum efficiency 0.5  [31] 
dcI  Dark current count rate 60  hz [27]  
K  Asymptotic diffuse attenuation coefficient 0.08  m-1 [29] 
dz  Depth 100  m [27] 
  Transmitter beam divergence angle 6  [33] 
   Extinction coefficient 
Clear water 0.151  m-1 [32] 
Coastal water 0.339  m-1 [32] 
Turbid harbor 2.195  m-1 [32] 
T   Correction coefficient 
16 , 10cmd     0.16  [33] 
16 , 20cmd     0.21  [33]  
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Fig. 2 Effect of turbulence strength for different water types at night time with a full moon on  
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Fig. 4 Effect of field of view in clear ocean with strong turbulence under different atmospheric conditions on  









Fig. 5 Effect of aperture size in clear ocean with strong turbulence under different atmopsheric conditions on  (a) 
QBER (b) SKR 
 
